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SISTEM PENGAWASAN TRAFIK RANGKAIAN TERBENAM LINUX

MENGGUNAKAN KOMPUTER PAPAN TUNGGAL

ABSTRAK

Internet dan trafik rangkaian Intranet meningkat akibat penggunaan halaman web dan
aplikasi-aplikasi lain. Sehubungan itu, menentukan pengguna.web manakah dan aplikasi
manakah yang menghasilkan jumlah trafik jaringan yang banyak adalah sangat penting
didalam penyeliaan dan penyelenggaraan sumber-sumber~ jaringan dengan berkesan.
Sekian lama aplikasi pengawasan trafik Internet dan Intranéet dibangunkan di atas komputer
peribadi yang mempunyai kuasa pemprosesan yang-tinggi. Oleh itu manfaat kos rendah,
saiz kecil dan kemudahalihan yang ditawarkanjoleh sistem terbenam tidak pernah di
manfaatkan oleh aplikasi-apalikasi jenis ini{ Kehadiran sistem terbenam Linux telah
mendorong pembangun-pembangun perisian” untuk menyahut cabaran membangun
applikasi yang memerlukan kuasa pemprosesan yang tinggi keatas platform Linux
terbenam. Penyelidikan ini membincangkan reka bentuk dan pembangunan satu
“Embedded Network Traffic Monitering” (ENTM) sistem diatas komputer papan tunggal
(SBC) menggunakan sistem operasi sumber terbuka Linux terbenam (OS). Sistem ENTM
yang dibangunkan mampu menyiasat paket jaringan, menganalisa data yang disiasat dan
memaparkan data mentah dan data yang telah dianalisa tersebut. Alat ini mudah ditadbir
oleh pengurus network bagi tujuan menganalisa data trafik rangkaian yang masuk dan
keluar. Komponen perkakasan utama untuk sistem ENTM adalah SBC TS-5400, panel
LCD, pad kekunci dan kad Compact Flash (CF). Perisian sistem ENTM terbahagi kepada
empat modul yang dibangunkan iaitu Sistem Kawalan (SC), Penyiasat Paket Rangkaian
(NPP), Analisis Paket (PA) dan Modul Pandangan (VM). Modul SC berfungsi sebagai
antaramuka/menu penjanaan pelbagai fungsi sistem ini dan integrasi alat-alat luar (Pad
kekunci.dan panel LCD) kepada SBC. Modul NPP menangkap paket dari sesebuah jarigan,
mengekstrak maklumat dari paket berkenaan dan menyimpan data berkenaan di satu
tempat penyimpanan data sementara bagi analisa yang akan dijalankan kemudian. Modul
PA memantau maklumat umum dan khusus bagi setiap host yang di simpan di dalam fail
bagi tujuan paparan. Modul VM pula berfungsi sebagai pemapar data yang dianalisa
melalui mana-mana aplikasi halaman web. Bagi memastikan keandalan dan kewajaran,
analisa keatas pencapaian sistem adalah penting. Maka, pencapaian sistem ENTM telah
dibandingkan dengan perisian yang dibangunkan di atas komputer peribadi (PC) dan
Wireshark, sebuah sistem penganalisa jaringan yang berkualiti dan terkenal. Hasil kajian
menunjukkan bahawa kepantasan penangkapan paket dan data bagi sistem ENTM adalah
hampir sama (kurang dari 0.5% perbezaan) semasa pelaksanaan diatas PC dan Wireshark
walaupun kepantasan pemproses dan jumlah memorinya adalah rendah. Hasil kajian ini
membuktikan bahawa rekabentuk dan pelaksanaan ENTM mempunyai daya saing yang
tinggi walaupun spesifikasi perkakasannya mempunyai kuasa pemprosesan dan memori
yang rendah.
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NETWORK TRAFFIC MONITORING SYSTEM BASED ON EMBEDDED LINUX
AND SINGLE BOARD COMPUTER

ABSTRACT

Internet and Intranet network traffic increase due to the use of World-\Wide Web and
other applications. Hence determining which host and application generates/using lots of
network traffic is very significant in managing and utilizing networkresources effectively.
For many years Internet and Intranet traffic monitoring application.has been developed to
be executed on personal computer (PC) with high processing._power. Thus the benefit of
low cost, small size and portability which embedded system‘has’to offer has never been
benefited by these kinds of applications. The emergence of“embedded Linux had driven
developers to take up the challenge of developing highyprocessing power application on
embedded Linux platform. This research describes.the design and development of an
Embedded Network Traffic Monitoring (ENTM)_system based on single board computer
(SBC) and an open source embedded Linux operating system (OS). The developed ENTM
system is capable of probing network packets, analyze the probe data and display the
results of the analyzed and raw data.\This system is a handy device for network
administrator in analyzing incoming~and-outgoing network traffic. The main hardware
components of ENTM system are the TS-5400 SBC, LCD panel, keypad and Compact
Flash (CF) card. The ENTM software system is composed of four modules namely System
Control (SC), Network Packet ‘probe (NPP), Packet Analysis (PA) and View Module
(VM). The SC module act<as an interface/menu to execute various functionalities of the
system and the integration of external devices (Keypad and LCD panel) to the SBC. The
NPP module capture-packets from a network segment, extract the packets information and
store them into a.temporary data buffer for further analysis. The PA module keeps track of
global and individual-host information into files for viewing. The VM is used to display
the analyze data through any web browser. To ensure reliability and practicality, analysis
of the system performance is significant. Thus, the ENTM system performance is
compared-against execution of the software on Desktop PC and Wireshark, a well known
competitive network analyzer. The experimental results shows that the data capture and
packet capture rates of ENTM system is very much identical (less than 0.5% variation)
during execution on Desktop PC and Wireshark regardless of its low CPU speed and
memory size. The results prove that ENTM design and implementation is highly
competitive eventhough of the hardware specification has low proccessing power and
memory.
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CHAPTER ONE

INTRODUCTION

1.1 Overview

Internet/Intranet network traffic monitoring has become a“dominant topic in today’s
world. As the network grows, the need for predicting network traffic, protocol and stack
analysis poses a challenge for companies thatintend to establish large communication
links. Therefore, it is crucial to monitor the network. In order to understand the network
behavior and to react appropriately and help to design and provide more efficient future
network. The principal work of network traffic monitoring includes collecting of all
packet information fromya network segment or allows packets by presetting filters,
decodes packets.and: display packet information from the packet header, parses the
modes of communication protocols, shows other information of captured packets such
as IP addresses of source and destination, MAC addresses, name of the host or server,
traffic, etc. The common features of a network traffic monitoring software includes:
providing data transfer on the volume and types of traffic transferred within a LAN,
traffic generated per node, number of traffic going through or coming from a system or

application which is causing bottleneck, and the level of peak traffic.

Embedded system is known for its rugged, small size, portability, and low power
consumption as well as low cost. It may not be great in the scope of processing speed

and memory. Incorporating solution into an embedded system, which requires optimum



usage of these scopes, is thus a challenge. On the other hand, the rapid growth of
hardware technologies brings large variety of smaller hardware architectures and
platform orientation that has been leading a large demand of embedded software.
According to a survey, commercial Embedded Linux owns approximately 50 percent
more share of the new project market than either Microsoft or Wind "River Systems
(Geer, 2004). So, programmers are focusing more and more on to developing software
on embedded system to make it portable and platform independént, The principal role of
embedded software is the transformation of data and the interaction with the physical
world (Xuejian, et al., 2005). The embedded softwareare marked with the stamps as:
timeliness, concurrency, liveness, reactivity, and heterogeneity (Lee, 2002). It is built to
develop applications for a very small target that does not require a keyboard, video,
floppy disks, and hard drives. The expected application of this research is to make an
embedded network traffic (monitoring system which can be used by system
administrators, network’, ‘engineers, security engineers, system operators, and

programmers.

1.2 Proeblem Statement

Since the Internet was originally developed by the Internet Engineering Task Force
(IETF), the first priority was the implementation and the enhancement of the packet-
switched technology and then development of new applications. As a result, there is
interest in the network management of operations, including traffic measurement
analysis. Statistical study and empirical study are two major traffic measurement
analysis studies. Statistical studies are only for predict a network by mathematically. On

the other hand, empirical studies of a network are based on measurement and analysis of



real Internet environment, which is used for improving existing network protocol and
applications (Kushida, 1999). The empirical studies are deployed on two major
catagorizes such as: active traffic measurement and passive traffic measurement method.
In active traffic measurement method, most of the time the measurement results do not
accurately reflect the network behavior, because probed packets are only-indirectly
related to the status of the network. On the other hand, in passive traffic-measurement

method [suggested for this research], the network information can be<directly analyzed.

Internet network traffic monitoring application has.been developed to be executed on
bulky PC with high unnecessary processing power:"Sometimes the need for a network
engineer to be able to identify and capture\traffics which causes congestion immediately
is crucial in speeding up network problem diagnostic process. Thus the benefit of low
cost, small size and portability ‘which embedded system has to offer has never been
benefited by these kinds of applications. The emergence of embedded Linux had driven
developers to take up:the challenge of developing high processing power application on
embedded Linux platform. An embedded system for this purpose should enable “plug
and play™ devices to provide traffic conditions in particular network segment and
enables real time traffic capture and storage. At the same time acts as a server to provide

collected traffic statistics to enable network engineer to identify network problems.

One of the main problem of developing embedded software is inadequate software
architecture and to have better performance in order to reduce processing overhead,
memory usage, and power consumption (Xuejian, et al., 2005). Numerous networks
monitoring software are available in the market; most of them are windows based and

expensive.



1.3 Motivation

The motivation of this research is to design and implement an Internet/Intranet
network traffic monitoring system composed of a low cost Embedded Linux platform
on single board computer (SBC). The Internet/Intranet network traffie, monitoring
system using SBC will provide not only current but also historic \Intérnet/Intranet
network traffic information on a network segment. Linux is a multi-tasking, multi-user,
multi-processing and open source operating system and ‘supports a wide range of
hardware processor platforms, such as x86, Alpha,, SuperH, PowerPC, SPARC and
ARM. Linux supports portable operating systetn interface (POSIX) standard application
programming Interfaces (API) for services such as memory management, process and
thread creation, inter-process communication, file systems, and TCP/IP. Embedded
Linux purposely made for the“required application and target hardware, and thus
attempts to be optimizedyform of the kernel for a specified application. It is different
from desktop and server version of Linux, and designed for devices with relatively
limited resotirces, such as smaller size of RAM, smaller speed of processor, portable
and much“more limited secondary storage. The features of embedded Linux are: it is
vendor independence, shorter time to market, various hardware supports, low cost in
development, open source and POSIX® compliance. A minimal working embedded
Linux system with networking and file system support requires around 4 MB of

SDRAM and 2 MB of flash (Raghavan, et al., 2006).

The size, weight, cost, power consumption, portability and consistency are the major
factors in selecting SBC as a hardware platform. Currently the SBC is used for various

applications including robotic, energy generation, manufacturing process control, traffic



management, printing system management, communication infrastructure, website
hosting, data gathering laboratory test equipment, environmental, underwarter and
network security purposes. The SBC is approximately 4”°x4” in width by height that
contains a processor, memory and basic chipset needed to function as an embedded
platform. The SBC allows the use of wired Ethernet connection transmission‘to provide

high-speed dual communication link.

1.4 Research Objectives

The objectives of this research are:

1) To develop an Internet/Intranet network traffic monitoring system based on

embedded GNU/Linux-and single board computer.

i1) To analyze ‘the system performance with execution of the software on Desktop

PC and a Desktop based network traffic monitoring software.

1.5°0rganization of Thesis

The remaining of this thesis is organized as follows:

i. Chapter 2 introduces the existing work and concept related to Internet/Intranet

network traffic monitoring, Embedded Linux and SBC.

Ii. Chapter 3 describes system development components, integration of peripheral

devices, important services setup and methodology in achiving the desired goal.



iii. Chapter 4 describes the results and discussions that contains the final tables,

diagrams and screen captures which is used to support the conclusion.

Iv. Chapter 5 covers the conclusion. This chapter concludes the thesis by summarizing

the important ideas for future work and contributions.

v. The Appendices section consists of a quick view of packet capture routines, Linux
commands, TS-Linux 3 development environment, publications and attended

exhibitions.



CHAPTER TWO

LITERATURE REVIEW

2.1 Overview

Internet network traffic engineering for packet-switched nétworks is important in
terms of network managements. A common methodology for traffic measurement is to
establish and facilitate understanding of the characteristics of individual networks
(Kushida, 1999). Network traffic monitoring provides a comprehensive view of a
network health and performance. It has made significant advances in the recent year, so
that it has effectively turned from @wpassing curiosity into a viable and portable option
for any application where cost effectiveness is important. This research is carried out by
implementing embedded GNU/Linux system for the development of embedded network
traffic monitoring system. The hardware component consists of an embedded SBC with
embedded GNU/Linux OS. Since traffic study is one of the major topics of network
resedrch, various studies have been made on different aspects of Internet traffic. Two
major categories of traffic studies can be done for this research. They are “empirical

studies” and “statistical studies”. Figure 2.1 shows the traffic studies for this research.

2.2 Empirical vs. Statistical Studies

Empirical studies of the Internet are based on experiments conducted in a real

environment. The results of empirical studies can be used as evidence for improving

existing network protocols and applications. The advantage of such studies compared





